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When the law speaks universally, then, and a case arises on it which is not covered by the 
universal statement, then it is right, where the legislator fails us and has erred by over-simplicity, 
to correct the omission—to say what the legislator himself would have said had he been present, 
and would have put into his law if he had known. 

Aristotle, N. Eth. V, 10, 1137M9-24. 


Introduction 


Agreement over the proposition that children are in need of protection against those who 
would exploit them by producing child pornographic materials, especially now that such 
materials are quickly and widely distributed over the Internet, is not sufficient to secure 
agreement over the means by which to provide these protections. After describing the Child 
Pornography Prevention Act (CPPA) of 1996, I shall argue that CPPA is much more harmful 
than it is beneficial and, accordingly, that it ought to be significantly amended. However, some 
may regard as sacrilegious, or treasonous, or perhaps, as just plain wicked the mere idea of 
attacking any measure that really (or even putatively) protects children. So I begin by stating 
unequivocally that it is not my intention to offend the religious, political or moral sensibilities of 
any person. In the end, I am as committed to the protection of children as any person is, but with 
this qualification: that, if possible, such protection not be accorded at the expense of forfeiting 
the Constitutional rights of adults. 

Three main objections are presented against CPPA. First, CPPA is so broad in its 
proscriptions as to violate the First Amendment rights of adults; the same protections made 
available to children by CPPA can be provided by an amended version of the law that does not 
violate the First Amendment rights of adults. Second, CPPA altogether fails to provide minors 
and their legal guardians with the privacy rights needed to combat the harms associated with 
certain classes of prurient material on the Internet. So, it isn't just that CPPA provides 
protections to children at the expense of violating the rights of adults, its also that the protections 
it provides are inadequate. Third, technological advances in home computing, 1 and Congress’ 
failure to appreciate how prurient material may be accessed over the Internet, combine with 
CPPA to wrongfully expose an increasing number of individuals to possible prosecution and 
personal ruin. 

Several other objections will be registered along the way, including one aimed at the 
draconian punishments the law metes out to violators. But ultimately, my objective is to offer 


1 Ethics and Information Technology, Vol. 1, No. 2 (November 1999), pp. 105-116. Reprinted in CyberEthics, 
Richard Spinello and Herman Tavani, editors (Sudbury, MA: Jones & Bartlett, 2001), 170-187. Presented previously 
at the Eighth Annual Meeting of the Association for Practical and Professional Ethics, Washington National Airport 
Hilton Hotel, Washington, D.C. (25-27 February 1999). An earlier version was presented at a conference titled The 
Tangled Web: Ethical Dilemmas of the Internet, Dartmouth College, Hanover, N. H., (8 August 1998). 

1 The main advances I have in mind since CPPA was enacted are significantly faster processor speeds, 
significantly larger RAM and ROM sizes and data access times, and much faster rates of data transmission over the 
Internet. 
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the outlines of an amended version of the law that promises not to violate the rights of adults, 
that affords children and adults equal and effective protection against the very harmful practices 
the current law cannot eradicate, and that prescribes punishments that are consistent with the 
tolerance necessary to support a more democratic and humane vision of the Internet. 

Definitions and Scope 

In conducting what might otherwise be an abstract, esoteric and unwieldy discussion of 
censorship on the Internet, it will be useful to introduce and define a number of key terms and 
distinctions, not only for achieving greater clarity and control over the discussion, but for setting 
the moral and political backdrop against which it takes place. Accordingly, I begin by 
distinguishing between “censorship by suppression” and “censorship by deterrence”. Both forms 
of censorship presuppose that some authorized person or group of persons (1) has judged some 
text (or type of text) to be objectionable on moral, political or other grounds and, (2) banned that 
text (or type of text), i.e., prohibited by law or decree any access to the text. The difference in 
the forms of censorship bears on effecting the prohibition. Censorship by suppression effects the 
prohibition by preventing the objectionable material itself from being revealed, published or 
circulated; it may do this by blocking the material (e.g., by impeding the sending or receiving of 
the material), by removing the material to inaccessible archives, or by destroying the material. 
Censorship by deterrence does not prevent material from being published; indeed, material may 
be quite available to all. The prohibition is rather effected by threats of arrest, prosecution, 
conviction and punishment, usually severe punishment, against those who would make 
objectionable material available, and against those who would acquire it. Heavy fines and long 
imprisonment terms are typical of the prescribed legal punishments. Additionally, deterrence 
may be provided by threats of various forms of social disenfranchisement and personal disgrace 
(e.g., excommunication, professional and/or public censure, loss of reputation, loss of social 
standing, public humiliation, etc). In fact, violations of the censorship decree may or may not 
actually lead to arrest, prosecution, sentencing, or any degree of personal ruin; what is key is that 
the threat of these actions be taken so seriously as to wholly deter the acquisition of the 
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objectionable material. Governments may accomplish this through “high profile” convictions, 
or by leaking information or misinformation to the press. For example, the mere rumor that the 
Justice Department is reviewing thousands of America On Line (AOL) member accounts for 
possible violation of child pornography laws and has so far prepared more than 400 arrest 
warrants to be executed in the next few weeks would be quite sufficient to deter many 
individuals from accessing the banned materials. Censorship by suppression and censorship by 
deterrence are both exercised in cyberspace, though it is with the second that I shall be 
particularly concerned in this essay. 

The topic of Internet censorship, or more specifically, of prohibitions against acquiring or 
using certain words or pictures, or against expressing certain ideas deemed morally, politically or 
otherwise objectionable, in email, website, ftp site, Usenet group, chat room, and so on, presents 
us with a morass of unruly and distinct issues. Internet censorship can be directed by 
governments, through acts, statutes and decrees that outlaw the posting of certain kinds of 
material, such as obscene or child pornographic materials; or it can be instituted by the private 


2 The word “text” is used broadly to include print and electronic modes of expression. 

3 See the discussion of the separate legal cases of Paul Fraser and David Hilton, pp. 102-103. 
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sector, say, by Internet service providers (ISPs) who refuse or suspend services to users engaged 
in activities that violate their terms of use. 4 Corporations, profit and non-profit, also practice 
censorship, as when private colleges and universities prohibit faculty, students and staff from 
using certain words in their email communications, among others, those inadvertently made 
famous in the annals of American law by the comedian George Carlin. 5 Being so multifarious, 
instances of censorship on the Internet are best evaluated on a case by case basis. The focus in 
this essay is on recent federal legislation aimed at prurient material available on the Internet. 

I use the expression “prurient material” to refer to material that is “sexually arousing” or that 
“appeals to an inordinate interest in sex.” My usage covers pornographic, child pornographic, 
and obscene material or, in other words, all sexually arousing material whether such material 
currently finds protection in American law or not. 6 

Second, reference to prurient materials available in cyberspace is to visual material. So, 
there is no discussion of prurient sound files ( e.g ., WAV files). Again, of the visual material, I'm 
only concerned with still images, not with moving images (e.g., not with AVI or MPG files), and 
only with those still images that are found in Usenet. Usenet is one of several data 
communication services that composes the Internet; others include the World Wide Web, email, 
and file transfer. 7 Usenet is a collection of more than 35, 000 topically named discussion groups 

or “newsgroups.” It has been estimated that it is accessed by more than 15 million people a day 
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in more than 100 countries. 

So, at bottom, I shall be exclusively concerned with recent federal legislation aimed at a 
very particular kind of file found in some newsgroups, viz., the binary file. The binary file is a 
file containing instructions in a computer-readable format, capable of conversion into a graphical 
(and, therefore, viewable) format such as JPEG or GIF; and my focus is on such binary files as 
one may find in the “alt” hierarchy of newsgroups that partially constitute Usenet. The “alt” 
designation, which constitutes one of several top level Usenet classes, is short for “alternative," 
suggesting that the newsgroups it includes exist outside of the standard newsgroup categories 
such as <comp>, <rec>, <soc>, and so on. Any of the newsgroups listed in Figure 1 may 


4 A case in point is the ISP Mindspring which shut down the "Nuremberg Files" website a few weeks ago. You 
may recall that on February 2nd, a Portland federal court awarded Planned Parenthood $107 million in damages 
resulting from the activities of the anti-abortionist website "Numremberg Files." What is interesting is that the 
federal court refused Planned Parenthood's request to shut down the website; that action was taken independently by 
Mindspring, for activities it considered threatening and harrassing i.e., activities that violated its policies. 

5 My reference is to a comedic monologue by George Carlin titled “The Seven Dirty Words You Can’t Say On 
Television.” The daylight radio broadcast of the Carlin monologue was the subject of a Supreme Court case known 
as FCC v. Pacifica Foundation (1978). In that case, the Court ruled that the FCC did have the authority to regulate 
content over the airwaves and, specifically, to sanction radio stations that broadcast “indecent” material. 

6 Specifically, my use does not preserve the legal distinction between obscene and non-obscene sexually 
explicit material as set forth in Miller v. California (1973), nor the distinction set forth in United States v. X-citement 
Video. Inc. (1994) between protected non-obscene “pornography” and prohibited “child pornography”. 
Constitutionally protected pornographic images, that is, pornographic images that pass the three-prong Miller test, 
loose all protection whenever minors are depicted as engaging in sexually explicit acts, precisely to prevent the 
sexual exploitation of minors. 

7 My focus on Usenet avoids, among other complications, those introduced by commercial pornographic 
ventures on the World Wide Web. 

s Throughout this discussion, I rely on Webster's New World Dictionary of Computer Terms (6th edition), edited 
by Bryan Pfaffenberger (New York: Simon & Schuster, 1997) for the definition of technical terms. 
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contain the binary files that are the subject of this essay. 9 So my discussion addresses a Federal 
law aimed at prohibiting access to “alt” binary files of just that sort that when they are converted 
to graphical format, they constitute a particular kind of prurient image. But what law am I 
referring to? 


alt.binaries.erotica 

alt.binaries.nospam.sappho 

alt.binaries.pictures.erotica.lolita 

alt. binaries, erotica.blondes 

alt.binaries.nospam.teenfem 

alt.binaries.pictures.erotica.supermodels 

alt. binaries, erotica.bondage 

alt.binaries.pictures.brunette 

alt.binaries.pictures.erotica.tasteless 

alt.binaries.erotica.cartoons 

alt.binaries.pictures.celebrities 

alt. binaries.pictures. erotica, teen, female 

alt.binaries.erotica.male 

alt.binaries.pictures.erotica.amateur 

alt.binaries.pictures.erotica.voyeurism 

alt.binaries.erotica.female 

alt. binaries.pictures. erotica, exhibitionism 

alt.binaries.pictures.erotica.young 


Figure 1: Selected “alt” Newsgroups 

A reasonably complete examination of recent American (federal) law aimed at regulating 
access to prurient material in cyberspace would focus on three acts. I shall be focussing on “The 
Child Pornography Prevention of Act (CPPA) of 1996.” But no account would be complete 
without at least passing reference to “The Communications Decency Act (CDA) of 1996” and 
“The Child On-line Protection Act (COPA) of 1998.” As is well-known, CDA was found to be 
unconstitutional by the Supreme Court of the United States in June of 1997. COPA is intended 
to be its constitutionally more robust successor, though on 1 February 1999, U. S. District Judge 
Lowell A. Reed, Jr., blocked COPA; the Justice Department has until the end of March to appeal 
Judge Lowell's decision. So, we will have to wait for a final determination on just how robust 
COPA really is. 

In addition to the laws already mentioned, it's important to note two recent bills, one 
introduced in the House by Rep. Frank (R. New Jersey), H. R. 368, the “Safe Schools Internet 
Act," its counterpart in the Senate introduced by John McCaine (R. Arizona), S. 97, the 
"Children Internet Protection Act." Both bills, if passed into law, would require public 
elementary and secondary schools to install blocking software on computers connected to the 
Internet. Frank's bill would also force public libraries to install blocking software on computers 
with Internet access. 


9 Your Internet service provider (ISP) isn't obligated to carry any of the “alt” Usenet groups; for better or for 
worse, depending on your point of view, your access to what is available on the Internet may already be limited. (I 
suggest you ask your ISP whether he or she engages in censorship.) Further, not all “alt” newsgroups contain 
prurient material, for example, <alt.binaries.pictures.aviation>; indeed, there are many <alt> newsgroups without a 
prurient orientation at all. On the other hand, it is also true both that Figure 1 does not contain anything like an 
exhaustive list of the “alt” groups devoted to prurient material (some of the more offending or disturbing group 
names are not included), and that many Usenet groups devoted to the exchange of prurient material do not belong to 
the “alt” class of newsgroups. 
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The Child Pornography Prevention Act of 1996 

The Supreme Court’s June 1997 decision striking down CDA as unconstitutional, and the 
more recent District Court decision blocking COP A, may have given many netizens a false sense 
of victory, since CPPA remains in effect. Indeed, CPPA passed constitutional muster in Federal 
District Court (Northern California) in August 1997 10 and, on 27 January 1999, was upheld by 
the 1st Circuit Court of Appeals in Boston, overturning another District Court ruling made last 
year. 11 CPPA aims at regulating the use of computers in the production and dissemination of 
child pornography and is, upon close inspection, remarkably restrictive. ~ The Act makes it a 
crime to knowingly send, receive, distribute, reproduce, sell, or possess with intent to sell, by any 
means, including computer, any child pornography, and makes it a crime to possess more than 
three child pornographic images. Significantly, the Act greatly broadens the definition of “child 
pornography” to include entire categories of images that many would judge not to be child 
pornographic, and that some would judge not to be pornographic at all. So, many who now 
believe themselves engaged in a legal activity, following the demise of CDA and the recent 
blocking of COPA, may in fact be breaking the law. For the moment, CPPA is the most robust 
and stringent Federal law we have regulating prurient material on the Internet. 

One of CPPA's more controversial features is that it extends the definition of child 
pornography to include visual depictions of sexually explicit conduct that do not involve minors. 
Its definition of “child pornography” is as follows: 

'child pornography' means any visual depiction, including any photograph, film, 
video, picture, or computer or computer-generated image or picture, whether 
made or produced by electronic, mechanical, or other means, of sexually explicit 
conduct, where— 

'(A) the production of such visual depiction involves the use of a minor 
engaging in sexually explicit conduct; 

'(B) such visual depiction is, or appears to be, of a minor engaging in 
sexually explicit conduct; or 

'(C) such visual depiction has been created, adapted, or modified to appear 
that an identifiable minor is engaging in sexually explicit conduct; or 

'(D) such visual depiction is advertised, promoted, presented, described, or 
distributed in such a manner that conveys the impression that the 
material is or contains a visual depiction of a minor engaging in sexually 
explicit conduct; 

Paragraph (A) re-asserts the prohibition against the object traditionally regarded as 
constituting child pornography. What has always been (and continues to be) outlawed are 


10 An appeal, filed by the Free Speech Coalition, is pending before the 9th Circuit Court of Appeals. 

11 On March 30, 1998, Judge Gene Carter of the Federal District Court in Portland, Maine, issued an opinion 
stating that key portions of the Child Pornography Prevention Act were unconstitutional. 

12 The Child Pornography Prevention Act was introduced in the Senate by Orin Hatch (R., Utah) as S. 1237 
during the first session of the 104 lh Congress, specifically on September 13 th , 1995, and in the House of 
Representatives a year later, on September 30 th , 1996, by Joseph Kennedy (D., Massachusetts). The Bill amends 
several sections of title 18, United States Code, dealing with child pornography. 
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images of actual children posing in lewd or lascivious ways or, images of actual children 
engaged in sexual conduct. 14 I call these “Category A” images; they occur in many 
newsgroups—and possessing more than three of them is illegal. However, to appreciate what is 
controversial in CPPA, consider the following description of what I shall dub a “Category B” 
image. 

The photograph is of a very young looking 19-year-old woman in pigtails, wearing only 
white knee socks and red “Mary Janes,” seated on the floor of what appears to be her bedroom, 
surrounded by teddy bears, dolls, and other toys. She is wide-eyed and smiling; her pigtails are 
held together by large red ribbons. 

Instances of this “Little Girl” genre of pornography can be found in the newsgroups. The 
“Little Girl” type does not, by definition, involve little girls or minors of any age; the type is 
characterized by young-looking adults or by computer-generated simulations of children. What 
is significant about Category B images of the "Little Girl" type, and often overlooked by critics 
of the law, is that CPPA outlaws them only in that case where they are “pandered” as child 
pornography, in other words, CPPA provides a defendant with an affirmative defense if he or 
she can show that the offending material was not distributed “in such a manner as to convey the 
impression that it is or contains a visual depiction of a minor engaging in sexually explicit 
conduct.” In this regard, then, CPPA is consistent with the Supreme Court's decision in New 
Yorkv. Ferber (1982) that “...valid alternatives to banned child pornography include pictures of 
adults who look younger than they are, or simulations” {Ferber, 458 U. S. at 763). This is not 
what many critics of the law would have you believe, including the American Civil Liberties 
Union. 15 As we shall see, CPPA's provision of this affirmative defense not only deflects a 
potentially devasting criticism but, more importantly, helps us better understand the issues that 
subtend it and that may have moved its authors. 

In any case, we are left with the “Little Girl” genre of pornography, which only becomes 
child pornography when pandered as such. 16 Now, while such a genre might strike some as 
perverse or deranged, or as just plain silly, one putative reason for allowing its existence is to 
protect children from sexual exploitation (and worse harms). For it may be assumed, plausibly, 
that among some segment of humanity there will always be an interest in, or desire for, 
depictions of naked minors, or of minors engaged in sexual activity. Assume further that such an 


13 Hence, the uproar on 17 February 1999, led by the Conservative watchdog group, Morality in Media, 
concerning a billboard advertisement featuring children's underwear by Calvin Klein. The issue turns on whether 
the photograph (depicting two very young children wearing only Klein's brand of underwear) is plausibly 
interpreted to be sexually suggestive or lewd. Note that the firm withdrew its advertisement the next day. Another 
series of Calvin Klein billboards was the subject of a similar protest two years ago; in that case, the depictions 
involved pubescent kids “posing suggestively” in Calvin Klein jeans. 

14 Though “sexual conduct” is not defined in CPPA, the terms “sexual act” and “sexual contact” are defined in 
section 2246 of title 18, United States Code. 

15 American Civil Liberties Union, “Free Speech Advocates Appeal Decision Upholding So-Called ‘Pom 
Prevention Law’,” 3 October 1997 (http://www.aclu.org/news/nl00397b.htm). 

16 There are other such genres that make use of the “young-looking adult,” among them the “school girl,” the 
cheerleader,” and “the doll.” See, also, n. 26. 

17 I am not attributing this rationale to the Supreme Court; the Court, no doubt, was more concerned about the 
First Amendment issue. 
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interest or desire will almost always be regarded as problematic; the question then is how best to 
deal with the problem. 

One way, consistent with the Supreme Court’s statement in Ferber concerning young- 
looking adults and “simulations” would be to make more severe the penalties for use of Category 
A images, while permitting Category B images. The prediction is that children would be better 
protected because, from the pornographers point of view, it would make little sense to risk long 
incarceration and heavy fines for producing Category A images, given the legality of Category B 
images; but there are difficulties with this approach. 

First, to be effective—by which I mean to really protect children—the particular Category B 
image would have to be convincing or, more exactly, arousing, as an instance of simulated child 
pornography. It will not do to use 28-year-old models who look like 28 year-old models, no 
matter what the setting or what the props. Young looking 18 year-olds might be very much in 
demand by pornographers. Yet, even they might not look young enough if the purpose were to 
depict very young children. As Dr. Victor Cline stated before the Senate Committee on 4 June 
1996, “most pedophiles and child molesters have special preferences with respect to child 
pornography, in terms of age, physical appearance and sexual acts or poses of depicted 
minors”. Indeed, pre-pubescent youth would be left wholly unprotected by this approach. 

Another way of putting the point is to say that Category A and Category B images represent 
two different kinds of prurient image, where the difference consists in the type of audience 
whose sexual feelings are being aroused. Thus, audiences aroused by a Category A image (say, 
an actual naked 7-year-old boy) may not be aroused by a Category B image (say, of the “Little 
Girl” sort earlier described), and vice versa. And so, I believe, the strategy could leave the very 
young unprotected. 

Second, it could be argued that permitting Category B images will sanction or condone an 
attitude towards “simulated children” as objects of sexual gratification that will be transferable to 
actual children; for this reason alone, some might conclude that we ought not permit Category B 
images. While I am not prepared to support such an argument, the empirical question(s) it 
suggests really ought to be studied. However, such study is made impossible by CPPA itself, to 
the extent that it would require the use of illegal images. 

For example, on 29 January 1999, Paul V. Fraser, a psychotherapist from Rome, New York, 
was convicted of possessing a large, computer-based, collection of child pornographic images. 
Fraser's defense was that “the materials were for his work with a volunteer county committee 
called the Pornography Interdiction Work Group and that the district attorney's office knew what 
he was doing”. 19 The point to note, assuming Fraser's defense to be truthful, is that such a 
defense is legally irrelevant. As the prosecutor in the case has stated, “Fraser was never 
authorized to collect such materials.” There are many other cases like Fraser's, including that 


“Child Pornography Threatens the Physical and Mental Health and the Well-Being of Children,” Child 
Pornography Prevention Act of 1995, http://thomas.loc.gov/cgi-bin/cpquery/l?cpl04:./temp/, 5 August 1998, p.4. 
Its important to note that Dr. Cline's work in “the treatment of sexual addictions” is featured by the Conservative 
group Morality in Media. See, for example, <http://www.mim.org> . 

19 Associated Press, “Therapist Convicted of Child Pom,” <http://wire.ap.org>, 10 February 1999, 23:05 EST. 

20 ibid. 
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of a reporter who collected child pornographic materials for a story he was writing and, most 
significantly, a computer repairman, David Hilton, from Norway, Maine who initiated a 
collaboration with law enforcement by repeatedly turning over child pornographic materials he 
had obtained on the Internet, and by advising authorities on the location of child pornographic 
sites. The law prohibits all persons from possessing three or more child pornographic files, with 
the exception of persons officially authorized to enforce the law. In any case, Fraser is probably 
correct in maintaining that his conviction “will have a chilling effect, if not completely halt any 
legitimate research in the area of child pornography on the Internet.” 

While I shall later argue that legalizing Category B images would not preclude providing as 
much protection to minors as CPPA currently provides, given certain modifications in the law, it 
is with the prohibition against “Category C” images that serious difficulties with the law begin to 
emerge. Category C images are those that appear to depict an identifiable minor engaging in 
sexually explicit conduct. They include the innocent picture of an identifiable child altered to 
create the impression or appearance that the child is engaging in sexual conduct; and the 
flawlessness of the alteration is not to be minimized, given currently available software. The 
legal case of the moment is precisely the last just mentioned, that of David Hilton. Hilton was 
arrested in the Fall of 1997 and “charged with possessing 63 illegal pictures downloaded from 
the Internet.” At least one of those pictures was a Category C image, “a ‘morphed’ photo 

featuring the head and upper body of a nude young girl, affixed to the body of an adult who was 

22 

engaged in sexual intercourse”. 

On March 30, 1998, Judge Gene Carter of the Federal District Court in Portland, Maine, 
issued an 11-page opinion, in the context of United States v. Hilton , stating that key portions of 
the Child Pornography Prevention Act were unconstitutional. “Carter found that the key term, 
‘appears to be’ a minor, is impermissibly vague because an ordinary viewer’s determination of 
the age of a person depicted in the image would be highly subjective.” He stated that “the 
law’s definition of pornography ‘creates substantial uncertainty’ for viewers presented with 
sexual materials depicting adults.” Perhaps most significantly, the court found that the definition 
of child pornography “would improperly ‘sweep within its provisions’ much material that is 
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constitutionally protected,” i.e. non-obscene pornography. 

Carter’s decision was appealed to the U.S. Court of Appeals for the First Circuit in Boston; 
on 30 January 1999, the Court of Appeals upheld CPPA. “The Appeals Court stated that CPPA 

25 

is not so vague that a consumer could not understand what type of pornography is illegal.” 
However, note that Judge Carter's objections had not been directed at the vagueness of CPPA 
itself, i.e., at the words used to articulate the law, nor were they directed at vagueness concerning 
the "type" of pornography that is made illegal. The issue of vagueness arises in the context of a 
viewer's ability to determine whether a particular photograph is or is not of the type that CPPA 


21 ibid. 

22 Carl S. Kaplan, “Differing Rulings on Child Pom Law Set Up Potential Supreme Court Case,” Cyber Law 
Journal of The New York Times, http://www.nytimes.com/ (10 April 1998), p.2. 

23 Carl S. Kaplan, ibid. 

24 Carl S. Kaplan, ibid. 

25 David Sharp, “Court Upholds Child Pom Law,” Associated Press, <http://wire.ap.org>, 30 January 1999, 
03:36 EST. 
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makes illegal. It is that issue which is central to Carter's objections and which the Court of 
Appeals has simply chosen to circumvent. 

The main difficulty with this part of the law is discussed later (pp. 24-27). It has mainly to 
do with my analysis of the harms created by the production and distribution of prurient images of 
the Category C type. The view I later develop is that the best way to protect against these harms 
is to provide stronger privacy protections for children and adults. For the moment, it may be 
sufficient to reflect on the fact that any picture of any child or adult found on the Internet can be 
altered to produce a prurient image. 26 Its something to think about before putting your kid’s 
picture on your website. 

Section D of CPPA is mainly addressed to providers (not necessarily producers) of 
pornography. In the context of the Internet, it may be interpreted to suggest a distinct type of 
image; I call it the Category “D” image. The typical Category D image is that of a fully clothed 
minor not engaged in sexually explicit behavior, nor posing in a lewd or sexually offensive 
manner. The most striking feature of the Category D image (as such) is that it unambiguously 
depicts a minor; and the significance of this feature is perhaps best appreciated by comparison to 
the function served by website “teasers.” The latter are images that one first encounters on the 
homepage (or “initial point of entry”) of pornographic websites. The homepage is designed to 
entice or excite the viewer into clicking onto the next page, which may contain photographs of 
the same, or of a more explicit nature. Typically, at some point in the “tease,” the viewer is 
asked to provide a credit card number as a condition of going any further. 

As I noted at the outset, I am not concerned here with issues pertaining to the World Wide 
Web, or with commercial distribution of prurient materials, though the issue of the prurient 
homepage is a very serious one. The child who mistakenly types in the wrong top-level generic 
domain, say, “.com,” rather than “.gov,” in trying to get to the White House website is not well- 
served. However, this issue would be more fittingly handled in a discussion of COPA. 

Nonetheless, Category D images may also be found in newsgroups, when, for example, 
photographs are scanned from a magazine or book, and posted to a newsgroup in such a way as 
to preserve the temporal order or sequence of the action depicted in the photographs; or when the 
individual frames of a video are posted as separate “snapshots” in a way that preserves the 
temporal sequence of the action. Often, the first few images in such a series may contain fully 
clothed adolescents who are not posing in a lewd manner, nor engaged in sexual conduct of any 
sort; for example, two fully clothed 14-year-old kids may just be sitting on a couch, talking. 
These are followed by increasingly revealing photographs such that, at some point, there is no 
question as to the child pornographic nature of the pictures. The question is whether the initial 
photographs, those perfectly decent and innocent images, are child pornographic? Couldn't the 
argument be made that, insofar as they are found in a newsgroup devoted to the exchange of 
prurient images, such images are child pornographic? 

I believe that the sponsors of the Child Pornography Prevention Act don't think the questions 
fundamentally important or relevant. Their contention is that the most effective way to protect 


26 This includes those faculty photographs that some administrators insist on posting to the faculty pages of 
university websites, with or without a faculty member's knowledge and, therefore, consent. 
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children against the harms created by child pornography is to ban any material whose effect 
would be “to whet the appetites” of child sexual abusers. With this contention, we begin to 
understand the motivation for banning images depicting not only minors, but “apparent” minors, 
simulations, morphed images, and “innocent” images of the sort just described. 

Argument 1: CPPA Violates the First Amendment 

Obviously, the perspective here shifts from banning child pornography so that children do 
not become the victimized subjects of such images, to protecting children from those whose 
appetites are sustained by child pornography. In the former case, the objective is to censor child 
pornographic images (photographs or drawings of actual minors), on the assumption that the 
depicted minor is harmed by their production. In the most horrific of instances, such as the child 
pornography ring that terrorized Belgium a few years ago, the harm to the victims included 
physical pain and death. But psychological harm to those whose victimization was neither 
physically brutal nor violent, victims, that is, tricked into revealing their bodies, need be no less 
horrific; for even then victims may later report having felt tremendous fear, even terror; and, in 
the long-term, there may be damage to the vict im ’s self-esteem, and there may be severe lasting 
mental distress. The harm may also assume a social dimension where the victim’s reputation is 
affected. 

Now, in citing these physiological, psychological, and social harms to children depicted in 
child pornographic images, I say that it “may” happen, not that it always does or must. While I 
don’t wish to discuss here the admittedly controversial thesis that there can be child erotic 
images whose production does not harm the children depicted in them, images that are visually 
(aesthetically) remarkable, I do wish to raise the question of what harm minors are caused by 
images in which they are not actually depicted in sexually explicit conduct (Category B images), 
or if actually depicted, so depicted in the absence of lewdness, lasciviousness, or sexual conduct 
of any sort (Category D images). 

Of course, the sponsors of the Child Pornography Prevention Act have an answer. Their 
objective is to censor child pornography (in their broad definition of the term) not only because 
the depicted minor is harmed by their production , but because their availability leads to still 
further harms to minors by whetting the appetites of child sexual abusers . Thus, CPPA’s 
ultimate objective is eradicating “the secondary effects” of child pornography, specifically, child 
sexual abuse. Of course, this is not to assert that the sponsors of the law believe that child 
pornography is the sole cause of child sexual abuse, but that it is a cause. 

In upholding the Child Pornography Prevention Act in August 1997, U. S. District Judge 
Samuel Conti wrote the following: 

The court finds that the CPPA is designed to counteract the effect that such 
material has on its viewers, on children, and to society as a whole, and is not 
intended to regulate or outlaw the ideas themselves. If child pornography is 
targeted by the regulation, it is due to the effect of the pornography on innocent 
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children, not to the nature of the materials themselves, especially if that 

97 

pornography contains computer generated images of children. 

But surely Judge Conti cannot believe that an image that is otherwise constitutionally protected 
(that is, that passes the three-pronged Miller test) looses protection when its effect is to cause 
children to be sexually abused. For it may very well be, however disturbing, that an 11 year- 
old's school photograph would whet the appetites of a pedophile; yet, surely we don’t want to 
ban such photographs. It should not be a crime to post such a photograph to one’s website, 
though I do believe it is not advisable. But let's be charitable to the proponents of the law: they 
would not ban any image that might cause a pedophile to sexually abuse children, but only those 
that are child pornographic, but what are these? They cannot be defined as those that would 
cause a pedophile to sexually abuse children, on pain of vicious circularity. 

Further, the difficulty in accepting Judge Conti's argument is that it begs a fundamental 
question, namely, whether there is any plausible evidence to establish a causal link between the 
consumption of child pornography by an individual and subsequent predatory sexual behavior 
aimed at children? Even in the strongest case, where we assume the individual in question is a 
pedophile, and where we grant that the pedophile’s appetites are “whetted” or “inflamed” by 
child pornographic images, what evidence have we for claiming that such an appetite will be 
sated at the horrifying expense of actual children? 

Note that one might even concede Dr. Shirley O’Brien’s point, cited in the Senate’s report on 
child pornography, that “a direct relationship exists between pornographic literature and the 
sexual molestation of young children. Law-enforcement officers say they routinely find 
pornographic materials when they investigate sex crimes against children”. Indeed, it is 
O’Brien who must be credited with advancing the idea of the “cycle” of child pornography. The 
idea is that children’s defenses may be lowered by sharing with them pictures of other children 


27 American Civil Liberties Union, ibid. 

2!i There exists what may be tenned a “school girl” genre of child pornography which may be either of the 
Categoiy “A” (i.e., actual child) or “B” (young-looking adult) type. Many of these photographs are of fully clothed 
girls (that is, of girls in school uniforms) who are neither engaged in sexual activity or lewdly posing. Indeed, they 
may simply be walking on their way to school, or playing in the school yard. It is not the photographs that are 
disturbing here. 

2 ' 7 In “Healing Sexual and Pornography Addictions,” one of the Government's expert witnesses at hearings 
looking into child pornography, Victor B. Cline (a licensed clinical psychologist from Salt Lake City, Utah) testified 
that “Some of the ‘experts’ who publicly suggest that pornography has no effects are just unaware of the research 
and studies suggesting harm. Others really do not believe what they are asserting. Still others will only reluctantly 
admit to the possibility of harm from ‘violent pornography’.” First, 1 think that Cline's remark may have the effect 
of “poisoning the well.” Second, some researchers (not surprisingly, the wave of researchers that responded 
critically to the report issued by the 1986 Attorney General's Commission on Pornography, suggest that pornography 
(even child pornography) may have socially beneficial effects; other researchers suggest harmful effects. I find no 
consensus with regard to the more specific question of whether the use of child pornography by an individual can 
cause that individual to sexually abuse a child? At this time, it is simply misleading to suggest that there is a 
consensus one way or the other. By the way, there's a difficulty here for Conservatives—for the more they press a 
causal connection, the less they can argue for the moral agency of the pedophile; and the latter is as important to 
them as preserving the moral agency of homosexuals by maintaining that they choose their sexual orientation. 
Conservatives cannot have it both ways. 

30 “Child Pornography Threatens the Physical and Mental Health...”, ibid., p.2. The question remains, what is 
the nature of this “direct relationship”? 
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engaged in sexual activity; in turn when the former children eventually engage in sexual activity, 
pictures may be made of the event, pictures which may later be used to weaken the defenses of 
other children, and so on. 

What all of this suggests, however, is not that child pornography causes pedophiles to 
sexually abuse children, but that pedophiles may use child pornography to sexually abuse 
children. Yet, instead of simply criminalizing the production of Category A images, and 
criminalizing the use of all categories of images defined in the CPPA to sexually abuse children, 
Congress chose instead to prohibit the production of all categories of images. So, my claim is 
that prohibiting the production of Categories B and D images doesn ’t protect children anymore 
than does prohibiting the use of these same images to sexually abuse children. However, 
prohibiting the production of these categories of images does violate the First Amendment rights 
of adults, whereas prohibiting their use to sexually abuse children does not. There is a 
compromise that allows us to protect children and that simultaneously allows us to protect the 
First Amendment rights of adults; but this is not what Congress chose to do. 

In fact, there is a reason why it was important for some in Congress to prohibit the 
production of Categories B and D images, and it has little to do with protecting children. What it 
does have to do with is more a matter of how rapid advances of computer hardware and software 
have made it exceptionally difficult to win convictions in cases of child pornography. In United 
States v. Kimbrough (1995), “the first ever federal trial involving charges of importation of child 
pornography by computer,” the Justice Department was confronted with a new defense strategy; 
it argued that “the Government had the burden of proving that each item of alleged child 
pornography did, in fact, depict an actual minor rather than an adult made to look like one,” and 

31 

further, “that the defendant should be acquitted if the government did not meet that burden”. 
While the government was able “to meet that burden” in United States v. Kimbrough, Deputy 
Assistant Attorney General Kevin Di Gregory testified before the Senate Committee, “If the 
government must continue to prove beyond a reasonable doubt that mailed photos, smuggled 
magazines or videos, traded pictures, and computer images being transmitted over the Internet, 
are indeed actual depictions of an actual minor engaging in the sex portrayed, then there could be 
a built-in reasonable doubt argument in every child exploitation/pomography prosecution.” And 
that is what best explains the motivation behind the construction and passage of CPPA. 


Argument 2: CPPA’s Protections are Inadequate 

Of course, we do need to protect children from the sort of exploitation presented by child 
pornography; but greater familiarity with prurient material on the Internet argues against 
construing minors as a special class of individuals needing protection. Indeed, there are 
thousands of adults who, unknowingly, have had revealing pictures of themselves taken and 
posted to the Internet for the whole world to see. The technologies of concealment and 
magnification (I mean here, for example, miniature still and motion cameras, high-power 
telephoto lenses, night-vision lenses, and other high-tech monitoring devices) have come a very 


31 “B. Computer-Generated Child Pornography Poses the Same Threat to the Well-Being of Children as 
Photographic Child Pornography,” Child Pornography Prevention Act of 1995, http://thomas.loc.gov/cgi- 
bin/cpquery/l?cpl04:./temp/-cpl04o4dl:e43450: (5 August 1998), p.4. 
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long way, not merely in their technical aspects but, as significantly, in their affordability for an 
increasing number of consumers/ And so images taken of unsuspecting persons while 
showering or bathing, changing clothes at home or trying on clothes at a department store, while 
tanning on the beach in New Jersey or on Crete; while driving in one's car or walking at the 
mall—all of these types, and many more, are now found in the Usenet groups. 

On the other hand, intimate photographs taken by a former boyfriend or ex-husband, whether 
yesterday or 20 years ago, did not require the camera to be concealed; they perhaps only required 
an implicit trust, all too easily rendered moot with the passage of time and/or circumstances. 
Prurient images of sleeping subjects, or of subjects passed out from too much alcohol, don't 
require concealed cameras either. The point is that adults have a right to as much protection from 
embarrassing and damaging violations of personal privacy as do minors. 

Further, adults can be baited or tricked just as easily as children into revealing their bodies, 
i.e., without fully understanding the import of their actions. Flattery, affection, curiosity, sexual 
excitement, the dangerous pleasure that comes from doing something new, risque, or forbidden, 
and alcohol—one or more of these may lead one to lower one's guard, so to speak. The passing 
pleasure can quickly become a long-lasting horror. 

Nor do you have to be a celebrity, such as Alyssa Milano, Brad Pitt, or Hilary Clinton, to 
need protection from exceptionally lewd and disturbing forms of morphing. Indeed, celebrities 
have Cybertracker, an organization recently formed, amid great publicity, to hunt down websites 
that carry celebrity fakes; and celebrities may benefit from new protections in some states 
especially tailored to fit the privacy needs of public figures. But consider that just about any 
photograph of any identifiable person can be convincingly manipulated in such a way as to 
portray the pictured person in a sexually compromising position. So the problem addressed by 
the prohibition of Category C images in CPPA isn't just a problem for children. We all need 
protection, children and adults. For the power that resides in the Internet-savvy user in simply 
awesome. What is needed, in this context, is a law that prohibits what is harmful to all human 
beings, irrespective of age, of gender, of race, and not just what is “harmful to minors.” 


’ 2 The advance of these technologies of concealment and magnification also increasingly undermines any 
recourse one might have to “the reasonable expectation of privacy” as traditionally construed. How reasonable is 
the expectation of privacy in a world around which revolve government and commercial satellites equipped with 
high-resolution cameras? For example, it is public knowledge that Canada's RADARSTAT-2 has “the ability to 
zero in on objects as small as three meters,” and that U. S. military and intelligence satellites can do considerably 
better than that (“Canada, U. S. in Standoff Over Too-Smart Satellite,” San Jose Mercury News (18 February 1999, 
4:00 p.m. PST) <http://www.mercurycenter.com/breaking/ docs/074537.htm>). 

33 Lynn Milano, Alyssa's mother, says she recently founded Cyber-Trackers upon being told by Alyssa's 12 
year-old brother that prurient fake photographs of his sister were on the Internet and being emailed to him. Since 
then, Cyber-Trackers combats the sale of prurient fakes by threatening legal action against ISP's that cany them. 
Mitchel Karmarck, Alyssa Milano’s attorney states, “If you're profiting off of someone else’s name or image, you’re 
gonna be found and you're gonna be prosecuted, unless you cease doing so” (WTXF, FOX Philadelphia Evening 
News, 21 February 1999, 10:00 p.m.). Note that Karmack here seeks to protect his client's proprietary interest in 
her name and likeness; the issue for many celebrities is money. The private citizen will probably appeal to a right of 
privacy to protect other interests, such as peace of mind and reputation, though its conceivable that a proprietary 
interest may also be involved. 
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Congress’ appeal to what is “harmful to minors” is too obscure and, in any case, too narrow. 
It is also much too transparent, particularly at a time in our history when increasing numbers of 
politicians are demanding that minors be tried as adults for capital offenses. What we need, and 
what is bound to present us with a truly difficult challenge, is a comprehensive law that can 
better balance, on the one hand, the privacy rights of individuals, and on the other, the free 
speech rights of individuals. That is the challenge! 

Still, it might be argued that this plea for greater privacy protections, while perhaps having 
some merit, misses the point of providing greater protections against the harms caused by child 
pornography and, in particular, by Category C images. The greatest of these harms are those 
associated with child sexual abuse, and greater privacy protections are simply irrelevant to 
combating this offense. 

I beg to differ. First, in so far as child pornography is thought to contribute to child sexual 
abuse, minors can be provided with full legal protection by making illegal the use of any prurient 
material for the purpose of seduction. But, second, part of the harm that is done to a minor 
depicted in a Category C image stems from the fact that her privacy may have been violated. 
This recognition is important because a privacy violation of this sort may constitute a logically or 
conceptually prior harm to the sexual abuse that results from the use of the image, in the sense 
that the image contributes to the possibility of the abuse. In other words, the seduction of 
children involving the use of Category C images, as suggested by O’Brien's “cycle of child 
pornography,” is deterred if the production and distribution of such images is made illegal; and I 
am suggesting that such production and distribution should be made illegal, whether or not such 
images may be used to seduce children, on the grounds that they violate the privacy of the 
identifiable minors depicted in them. So, by addressing the issue of privacy violations, we also 
address the issue of sexual abuse; but the privacy issue as it arises in the context of Category C 
images is most effectively addressed by applying the protections to all persons, and not just 
children. In that way, we avoid the difficulties noted in Judge Carter's legitimate objections to 
CPPA, most notably, the viewer's ability to determine whether the image is of an adult or a 
minor. With comprehensive privacy protections, such difficulties would not arise. 

Argument 3: CPPA Can Harm Our Children 

There is another profoundly serious, if somewhat ironic, side to the law we have been 
discussing. The very people who might be harmed by this law are the very people it was meant 
to protect, and/or their parents. This is so partly because the people who made the law (1) have 
lost touch with the reality of the pubescent child growing-up in this America and, (2) show little 
understanding of how the Internet works. 

Typical middle-class, computer literate, pubescent children are not only inundated with 
sexual imagery—on TV, in the movies, on bus stop billboards, and on the Internet—but also 
interpret their world in sexual terms. The typical 12 year-old does have a sexual appetite; but the 
collision of that appetite with the Internet is something to be concerned about, especially when 
its understood just how easy Congress has made it for that child to become a felon. 
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Remember that among its provisions, which are particularly aimed at regulating the use of 
computers for the exchange of prurient material, CPPA makes it illegal to possess more than 3 
child pornographic images. There are two points we need to consider in connection with this 
provision: First, to a 12 year-old boy, for example, the image of a 16 year-old girl is the image 
of a significantly older woman and, indeed, an image that may be “preferable” to that of an 
“aged” 18 or 21 year old. So, it shouldn't be surprising to find computer literate pubescent 
minors cruising binary newsgroups for what the government defines as child pornography. 
Second, it is exceptionally easy for the computer literate pubescent child to download 3 such 
files. Indeed, such a child could download 30, or 300, or even 3, 000 files, in no time at all—and 
each might be convertible to a full color, high quality, image. Indeed, to anyone with a computer 
that isn't more than a year old connected to the Internet via ethernet cable modem (as an 
increasing number of families are), downloading 3,000 binary files in less than an hour is easily 
accomplished, and that will include the time it takes to convert the file from binary to viewable 
JPEG or GIF. 34 

Of course, its going to take our 12 year-old considerably more time to view the files than it 
did to download them. Prior to this viewing, our 12 year-old doesn't know what's been 
downloaded; the names of the newsgroups serve only as rough indications of their content. Even 
if the newsgroups more likely to contain child pornographic files were avoided, its just about 
guaranteed, given Congress's definition, and the fact that all kinds of people from all over the 
world post all kinds of prurient files to (and across) the newsgroups, that among the 3, 000 
downloaded pictures, 3 or more are going to be child pornographic. And recall that it is a 
violation of the law to possess 3 or more child pornographic files—it doesn't matter whether 
you've viewed them or not. (The crime is not in the viewing, but in the possession, transmission, 
etc.). So, its likely that our 12 year-old has violated the law without knowing it; or rather that 
you, the parent and rightful owner of the computer, have violated the law; and we know that 
ignorance of the law is no excuse. 

What we are talking about here is not the commission of a misdemeanor; it is a grave crime, 
a felony punishable by 10 years in prison. The parent will, of course, proclaim his innocence, 
through lawyers who may or may not understand how the Internet works, and/or who may or 
may not have a knowledge of applicable law; in any case, it won't matter because the parent will 
be guilty; there are no extenuating circumstances that can be appealed to. 

The local (and perhaps even the national) media will no doubt report, truly, that you had 
thousands of pornographic pictures in your computer; few people would understand the relative 
meaninglessness of this fact. The media will know about your case because arrests are a matter 
of public record and/or because the District Attorney needs to let the people know that he's doing 
his job. In any case, when word gets around, you will surely seem to be the scum of the earth to 
your neighbors and to some of your friends; particularly if you try to blame your own kid for the 
situation. Some might even call you a pedophile or a child molester; many will think it. Some 
might say that a person like you doesn't deserve children—shouldn't be trusted with 


34 Maximum data transmission speed on the @Home cable network, for example, is 10 megabits per second. 
Actual data transmission speed depends on such factors as processor speed, amount of Random-Access Memory, 
amount of available storage space, and time of day or night. 



16 


children—and some might try to do something about it on grounds that you are unfit to be a 
parent. 

Congress could not have considered how quickly computer technology develops; nor could 
Congress have considered the children and younger people who use this technology daily. This 
law is devastating the lives of very good people; and such a law, no matter how effective it may 
be in preventing harm from coming to children (and that is questionable) is, on moral and 
prudential grounds alone, unacceptable. 


Conclusion 

An amended law would prohibit the production of Category A photographs, and forbid the 
use of all categories of child pornography for the purpose of encouraging any minor to engage in 
sexual conduct. Additionally, an amended law would provide privacy protections to all 
identifiable individuals, adults and minors, by requiring the consent of depicted individuals 
before any image involving nudity could be posted to any newsgroup. The judgment as to 
whether an image depicting an identifiable individual is or is not of a prurient nature would 
ultimately reside with the depicted person. Again, where more than one identifiable individual is 
depicted, the judgment by any one individual that the image is prurient would be sufficient to 
prohibit publication of the image. Here it may be argued that there would be no issue of 
requiring the consent of minors, or more appropriately, of their legal guardians, since prurient 
images of them remain illegal; however, since not all photographs of minors involving nudity are 
prurient, the provision requiring consent would guard against violations of privacy of a sort 
closely related to that involved in the non-consensual publication of prurient images. 

These features of an amended law represent only a few of the elements of a more 
comprehensive and more just approach to dealing with the problems presented by child 
pornography and, more generally, by the prurient. Naturally, the features are not without 
problems, and a great deal of work remains to be done. It should be clear, however, that in the 
age of the Internet, the problem of child pornography, like so many others arising in a visual 
medium, must be construed to involve violations of privacy; indeed, such violations should be 
counted among the most basic of the harms we should seek to prevent. It is therefore surprising 
that in the zealous rush to stamp out prurience (by appeal to the notion of material “harmful to 
minors”), they have not been given any consideration. 



17 



